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= BANG PANH GIA MUC PO RUI RO EXCEL CHO SME

S6 tay tu ki€m tra an toan dif liéu & phong tranh 3 kich ban tham hoa van hanh

| 1. TONG HOP 3 KICH BAN RUI RO PIEN HINH

Kich ban #1: Ransomware Kich ban #2: X6a dong SUM Kich ban #3: Crash mua Tét

Thiét hai: ~50.000.000d Thiét hai: ~120.000.000d Thiét hai: ~200.000.000d

File cong ng bi ma hoda do click email la. Mat X6a nham dong céng thic bao gia. Ban 16 File ton kho hong dot ngot, backup cii 3

3 tuén ra soat, dut 20 khach hang. 12 hgp déng suét 3 thang ma khong hay tudn. M4t 3 don hang 16n, kiém ké 4 ngay.
biét.

| 2. BANG SO SANH THIET HAI 3 KICH BAN

Doanh nghiép Su ¢d chinh Thiét hai uéc tinh Hau qua phi tai chinh
2 bt fl A L Mat 20 khach hang, tén 3 tua
Shop my pham (6 NV) Ransomware ma hoa file cong ng ~50 triéu a , ach hang, ton 3 tuan
doi soat
= . Ban 16 12 hgp déng, mat 2 déi
Xudng go (12 CN) X6a nham dong SUM trong béo gia ~120 triéu téacnlc; °p dong, ma °!
. . y Kiém ké 4 ngay, ti chéi
Dai Iy thuc pham (8 NV) File ton kho crash mia Tét ~200 triéu iém ké 4 ngay, tif ch6i 3 dan
hang I6n
- . . . . Tén hai uy tin & mat khach
TONG THIET HAI 3 kich ban ri ro Excel ~370 triéu on hai uy tin & mat khac

dai han

| 3. CHECKLIST 4 CAU HOI TU PANH GIA RUI RO EXCEL

(] Cau 1: File cdng ng hoic tén kho c6t 16i clia ban c6 ca ché sao luu (backup) tu ddng hang ngay 1én dam may khéng?

(] Cau 2: C6 tir 2 nhan su trd [én cung truy cap va chinh slra truc tiép trén cing mét file Excel khong?

(] Cau 3: C4c & chira cdng thic bao gia/gia von quan trong c6 dugc khda bang tinh ning Protect Sheet dé tranh x6éa nham khéng?
(] Cau 4: Bao gia trudc khi gui cho khach hang 16n ¢ dugc ngudi th hai kiém tra déc 1ap bang mét file tinh khac khéng?

| 4. THANG PIEM DANH GIA & KHUYEN NGH| HANH PONG

S6 cau "CO" nguy co Mirc d6 rui ro Khuyén nghi hanh déng
0-1cau @ An toan tuong déi Thiét 1ap ngay backup tu déng hang ngay dé gitt mic an toan.
2 céu @ Canh bao vang Khéa cong thirc Excel ngay va phan quyén chinh sta ré rang.

3-4chu @ Bio dong dé File Ei<cel Sar}g la qua bom n6 cham. Can lap ké hoach sé hoa
chuyén doi Ién Web App ngay.
! Meo: In bang nay dan tai phong k& toan/quan ly. Thuc hién kiém tra dinh ky 1 thang/lan d€ phat hién rdi ro dit gay cong thirc trudc khi
Xay ra su c6.

Can ki@m tra an toan dir liéu? Gui file Excel cho Exceltoapp.vn — chiing téi audit rui ro & bao cao mién Zalo: 093 505

phi trong 24h. 9136
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